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VRA + NSX

...and it all comes together



Even voorstellen...

* Viktor van den Berg

» Technology Officer @ PQR
e Focus: SDDC / CMP

* @viktoriousss

« www.Viktorious.n|

* vbe@pqr.nl
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* Ronald de Jong

« Senior Consultant @ PQR
* Focus: SDDC / NSX

* @Ronald DJ PQR

* my-sddc.net

* rjo@paqr.nl



http://www.victorious.nl/
http://my-sddc.net/
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SDDC

Software Defined Data Center
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Software Defined Data Center

Software Defined Data Center (SDDC)

Self-service portal: Cloud Management Platform
vRealize Suite (VRA, vRops, VRB)

self-service

I —

N 8‘%% vRealize Suite (VRA, vRops, VRB, VRLI)

metrics workflows policies

Control plane: Cloud Management Platform

Dataplane: Software Defined Infrastructure
VMware Cloud Foundation (vSphere, vSAN, NSX)

—

compute  storage network security backup
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NSX

Wat biedt netwerkvirtualisatie?
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Gebruik van NSX

/
e Microsegmentatie

e Veilige eindgebruiker
e Overal een DMZ

Beveiliging

e DR stretched networking
e Multi datacenter strategie
e Public cloud koppeling

Applicatie
continuiteit

~ ™

-
e Netwerk automatisering

e Ontwikkel cloud
e Multi tenancy

\
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Microsegmentatie

<Per VM firewall en packet inspectie

Verzorgt “Zero Trust” beveiligingsmodel met bescherming
voor elke entiteit.
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Multi datacenter strategie

Stretched networking gebruik makend
van logical switches (L2), met een

~gerouteerd netwerk (
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L3) als onderlaag.



Netwerk automatisering

P R < Automatisering

De combinatie VRA en NSX biedt de mogelijkheid
VRA blueprints met software defined netwerk
componenten geautomatiseerd uit te rollen.
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VRealize Automation

Wat biedt automation & orchestration?
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Software Defined Data Center

Software Defined Data Center (SDDC)
™

self-service

vRealize Automation/Orchestrator

metrics workflows policies

compute  storage network security backup
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Cloud management

vRealize Suite CMP

Capacity & Ops : ; . .
Self-Service Orchestration pactty & &P Compliance Security Configuration HramdEl

Management Management Management

1T
T Ml \icrosoft Google .
zramazon R O > 3 & &

Cloud Platform  docker kubernetes
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Use cases

]

Virtual Machines Applications Configuration

VM Lifce Cycle App Life Cycle Infrastructure XaaS
Management Management Management Anything as a Service
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i C ® G’ & https://vra03.viktorious.local/vcac/org/viktorious/#csp.catalog.selfservice.cilist e @ v Q Ssearch m > @ @M =
EIski E3rPar @ wp hd Y!-New [ Facebook ING > nre @ nunl (Y8 [@ skil Matrix Wijzigin... [ B Azure: Microsoft's C... @l (12 unread) - viktorv.. B Exact ) viktorious.nl - Virtua.. F5J PEC

PQR Experience Center - Self Service Portal Welcome, admin_vbe. = Preferences  Help = Logout

Items Requests Inbox Design Administration Infrastructure Containers Business Management

Service Catalog On behalf of: ' admin_vbe@viktorious.local x

Browse the catalog for services you need.

All Services (24) Searct A
. All Services
i

= S .,;5}5, Azure - cent0S-7.0 " Azure - Windows 2012R2 & Z, CentOS ‘_ Z, cent0S-6.3
i o 21 % %
* Containers
docker i ]
- .
=l Multi-Machine N - .
s 3 » centOS-7.0 (with agent) ” centOS-7 Multi VM (NAT ... A centOS-7 Multi VM (NAT ... ” centOS-7 Multi VM (NAT ...
o2 2 ‘o 2 ‘o 2
% % % %
C ) PaaS
% Y
Single VMs
i
R centOS-7 Multi VM (route... 2 centOS-7 (routed01 - app... * Container App01 / Demo WWW01 (LB NAT)
Z) Z) - -
%> Y
vRO Workflows v docker Apache
i
Demo WWWO02 (LB Routed) 3 Docker-CE - CentOS 7 £ Docker - CentOS 7 Docker - PhotonOS
/ Sy e
Apache w w5 AV,

. Docker Swarm W N\ Reboot auest OS - Viktor SN ubuntu16.04 o w2k12r2



VRA en NSX gecombineerd
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VRA en NSX gecombineerd

o0

mm BN
Cloud

Consumers

Voordelen

» Unified Service Design & Delivery
» App-Centric Networking & Security
» Controle en zichtbaarheid

* Snellere uitrol

* Infrastructure as code

* Lifecycle management

» Gestandardiseerd en herhaalbaar

\

(]

Security Admin

Security VMs/Apps
\&/ > :
“ Networking il Extensibility
Cloud Admin Converged
Blueprint
> -
- A ~
- I T~<
- -~
___________________________ .‘__’__T\ ,,---------l-----_____\ =~ N
{ CONNECTIVITY 3 { AvALABILTY | { SECURITY \=
1 ] ! 1 I
™~ = | | ‘ i l y
i % ~—t i i ‘ i i ........ - 1 i
Cin eew] ) L e | |EEE R B
Lo | ! i | i
Network Admin ;  On.Demand  Network Profiles | i On-Demand ! i " - =
\ Networks J ‘\\ Load Balancer  / i Security Tags Security Groups Security Policies /
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VRA en NSX gecombineerd

NSX

—
p—
E—Y
p——

Logical Switch

iy

Logical Router

Logical Firewall

Logical Load
Balancer
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vRealize Automation

Service Catalog

Resource
Reservation

> “.
Cloud
Management
Platform

2

Converged

Blueprint

Network Profiles
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Onze applicatie

¥ web-prod

= WP-latest-prod

@ Ib-prod ="=4% & apache-httpd-prod

A
o

= php-prod

() vSphere (vCenter) Machine

l

¥ web-test

= \WP-latest-test

@ Ib-test ====42 & apache-httpd-test
A
o
= php-test

() vSphere (vCenter) Machine

|

@ web-network
¥ db-prod ¥ db-test
= wp-scheme-prod = wp-scheme-test
= db-mysql-prod = db-mysql-test
() vSphere (vCenter) Machine () vSphere (vCenter) Machine
@ db-network l
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Onze applicatie

@& Ib-prod

@ web-network

¥ web-prod

= WP-latest-prod

= apache-httpd-prod

A
o

= php-prod

() vSphere (vCenter) Machine

l

¥ web-test

= \WP-latest-test

= apache-httpd-test

A
o

= php-test

() vSphere (vCenter) Machine

|

@ db-network

v db-prod

= wp-scheme-prod

= db-mysql-prod

() vSphere (vCenter) Machine

v db-test

= wp-scheme-test

= db-mysql-test

() vSphere (vCenter) Machine
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Onze applicatie

¥ web-prod

= WP-latest-prod

¥ web-test

= \WP-latest-test

e & apache-httpd-prod = apache-httpd-test
3 3
= php-prod = php-test
() vSphere (vCenter) Machine () vSphere (vCenter) Machine
¥ db-prod ¥ db-test
= wp-scheme-prod = wp-scheme-test
= db-mysql-prod = db-mysql-test
() vSphere (vCenter) Machine () vSphere (vCenter) Machine
@ db-network l

{USERC®N




Netwerk architectuur
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De netwerk architectuur
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.254

Core Router

Rest van de wereld




De netwerk architectuur

J OSPF/BGP

i% Distributed 10.0.254.0/24 < Edge Services

< B

|
! Logical Router Gateway
v B e 2 254 | 253
172.29.112.2/29 172.29.112.2/29
172.29.100.0/24  OSPF/BGP
B DBTier = WebTier
| DB-1 . o &2 Web-1 2 =
9 =  ome SNSRI eb- - = p
2 | TS www [ Core Router
: e
geeszsics Web-2 gy
o —u
Productie femeeeees Web-3 N o Rest van de wereld
| —B —
—fyg DB-2 N www Eeennes Web-1 g
Test 0 e etz -
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Demo I

Automatisch uitrollen van VM + applicatie + netwerken
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Wat hebben we nodig?

OSPF/BGP
@l Distributed < 10.0.254.0/24 >’9 Edge Services
Logical Router | ) - [ Gatewa
2 ] 2 i B 253
172.29.112.2/29
/ |—172.29.112.?/29
| 172.29.100.0/24  OSPF/BGP
= DBTier = WebTier
DB-1 '8 3 Web-1 < al
e T | e www R |7 Core Router
g ]
feeesenee Web-2 h-
Productie O Web-3 h- Rest van de wereld
[ T ———1
g, DB-2 o Www:@_f -------- Web-1 M-
Test 0 e Wi N
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VRA netwerk profielen

H " Network Profiles
» Een netwerk profiel beschrijft de
Network profiles specify network settings in reservations and biueprints. Network profiles are used to configure network

ka ra kte rlstle ken Van ee n te m;erfaces when VMs atre provisioned, and to specify the configuration of NSX Edge devices that need to be created
when provisioning multi-machines
consumeren network

& New ~
« Zijn benodigd voor reeds
10.0.254.254/24 (vxw-dvs External Transit network DLR to ESG op sddc-vcsa2 pqgr-experienc -
a a nwez i g e Of O n —d e m a n d 172.29.100.0/24 (DPortGr External DPortGroup-Management op sddc-vcsa2 pqr-experience.nl
172.29.102.0/24 (DPortGr External vRA Deployments VLAN 2142 (routable naar intemet/PE

netwerken

172.29.112.0/24 (routed) Routed

. . 172.29.81.0/24 (dv-LAN) External dv-LAN op dvSwitch (vc01.pgr-experience.nl) gekoppeld a
 Er zijn drie typen: 192.468.4.024 (OnDema . NAT ,
 External/existing Page [1  oft Q Displaying 1 - 10 0f 10

* Routed
* NAT 1:1 of NAT 1:many
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VRA netwerk profielen

» External/existing netwerk profiel [E——_— |
« Transit voor de DLR E&‘J&_'_,' | i g ‘
: mu ==
° Routed netwerk profiel Ill?.l)‘)vll). /29 —E]/f_}‘r_ll).’/l“l 17220 10000/24 r:]'_,;.'[“‘gg\;;f
) B DBTier —=  webTier |}
* Gebruikt een bestaande DLR | P
- ledere logical switch gebruikt een b el — i
eigen L2 VXLAN en heeft een S| = v
eigen subnet R
e DB-2 -‘l Wik ::, ....... Web-1 F-
« Geen DHCP, maar vaste adressen G =

« Subnet mask versus range subnet
mask

* One arm load balancer mogelijk



Load balancing

Provider
NSX Edges
(HA or ECMP)

Transit L.S.

DLR

One-Arm LB

E App L.S.
E DB L.S.

One arm load balancer
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Trd

Provider NSX Edge
(HA only) Transit L.S.

On-Demand NSX Edge
(NAT + Inline LB)

ruiry

rs

ry

Two arm load balancer

Web L.S.

App L.S.

DBL.S.
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Demo 11

Implementeren van micro segmentatie
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Datastromen vaststellen: Appl. Eigenaar

»€—ddd
\/ v
——aaa—p < bbb
| XXX ccc
Wy o ’Q
—777—)»
L SV
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Datastromen vaststellen: vRNI

Plan Security

Scope Security Groups v SG - Prod Omgeving v

Duration Q} Last 1day VvV

Outgoing  —
Incoming
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Datastromen vaststellen: ARM

irection In/Out

v

[Z]Win - RPC, DCOM, ..

Edit Firewall Rule
Name ]ARM_Recommended_RuIe_c73c8c4e ‘ 4 ’ ‘ 0 0 ‘ ‘ 0 ‘ Q
SoEe i ARM_Recommended_Sec... | Security Group(s) IP Set(s) Service(s) Service Group(s)  Analysis Complete
© 10.0254.254 Select
Destination 10.0.254.248
I’ ARM_Recpmmended_Sec... Select
Destination Service Applied To Action
Service (L} Horizon 6 Connection S € 10.0.254.248 [ Horizon 6 Connection Server to View Compo ,EE?ARM_Recommende .. Allow
[ Horizon 6 Connection S... Select g'ARM_Recommende .. [Z) Horizon 6 Connection Server to vCenter...
[QHTTP [@HTTP
[y Horizon 6 Default HTTPS Client to Conn..
Applied To g
I ARM_Recommenied_Sec. @ 702:16 ) 1Pv6-ICMP Version 2 i’ ARM_Recommende...  Allow
Select
(5 DBO1 (5] VMware-VDM2 x-Ephemeral i ARM_Recommende...  Allow
(& MySaL
Action (® Allow () Block () Reject [ Win 2003 - RPC, DC..

icast-listener

icast-listener
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Vastgestelde datastromen: Intra-Applicatie

B —p» Web-1 —
——http(s) mysql—9» DB-2
WWW Web-2 |—

N
l—} Web-1 —|

= —http(s)P»{ Web-2 —mysql—p» DB-1

Web-3 |

- De LoadBalancer mag de web-servers benaderen met http(s).
- De web-servers mogen hun eigen database-server benaderen met mysql.
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Vastgestelde datastromen: Inter-Applicatie

DB-2 | DB Ontwikkelaars |——http(s)—» wbSW
Web-1 | Web-1 B
eheer | °"/ 3 http(S)—> NEtp(s) | www
http(s) Web-2 | Web-2
Applicatie x | Web-3 ——dns—p»  DNS Servers
* any P Applicatie y/z

- Beheer mag via ssh en http(s) de servers benaderen.

- De servers (test en productie) mogen http(s) naar het internet voor installatie van componenten.
- De servers (test en productie) mogen de dns-servers bevragen voor naam resolutie.

- Ontwikkelaars mogen de LoadBalancer benaderen voor de applicatie in test

- ledereen mag de LoadBalancer benaderen voor de applicatie in productie.

- Er mag geen communicatie plaatsvinden tussen de verschillende applicaties
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Vastgestelde datastromen: Test en Prod.

ﬁ Productie
Test

- De Productie en Test servers mogen niet met elkaar communiceren.
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Security Tags, Groups en Policies

(@ )
Securit .
y Firewall
Group
Regels

4 G
T—Toepassen op—I
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Security Tags, Groepen en Policies

Tag: productie SG: Prod Omgeving |:] Web-1 | Web-2 | Web-3 DB-1
Tag: test SG: Test Omgeving ‘:| Web-1 | Web-2 DB-2
v lh 1053 - Blokkeer verkeer tussen Productie en Test (Rule 8 - 9) o =
@8 Blokkeer verkeer van Productie naar Test 1029 ,._v,i'SG - Prod Omgev. &5 'SG - Test Omgeving = any Block
@9 Blokkeer verkeer van Test naar Productie 1028 i’ SG - Test Omgevi i’ SG - Prod Omgevi ~ any Block
Productie
Test
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Samenvattend

-« SDDC

 De combinatie vRealize Automation, Orchestrator en NSX
* (NSX) netwerk architectuur

« Multi-tier applicatie deployment
* Networking
» Load balancing
« Security

* Demo
* Deployment
« Automatische configuratie van microsegmentatie/security policies
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Wilt u meer?
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PQR biedt:

 PQR Experience Center
* PEC on the road

» Workshops

» POC/Proeftuin

» Daadwerkelijke
implementatie
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Dank voor uw aandacht

Viktor van den Berg Ronald de Jong
@viktoriousss @Ronald_DJ PQR
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